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What is Active Directory? What are its benefits? 
 
Active Directory (AD) is a directory service created by 
Microsoft. Active Directory is popularly used in 
organizations with Windows based networks to 
manage users and establish policy controls. Its 
popularity is explained by the compelling benefits it 
brings: 
 
- It helps administrators centralize creation of 

usernames and passwords, and specify roles and 
access levels for IT resources (computers, 
software, information etc.) across the company 
network. This greatly simplifies the task of 
administrators, as they save the effort of managing administration for multiple 
systems separately for each user. 
 

- This central view also helps administrators keep company systems secure, as 
policies set through Active Directory are instantly applied across the network.  
 

- It assists with regulatory compliance, where companies want to keep track and 
establish responsibility for access to systems and information. 
 

- It also simplifies things for end users, who can use Active Directory to access 
computers, software and information with the same login credentials, and who can 
access these resources with a “single sign on”. 

 

What is the relevance of Active Directory to the cloud? 
 

 
 

Things are different today. Business critical systems which were formerly part of the 
tightly controlled company network, now reside outside the network in the cloud.  

 

What is it? 

 
A directory service is the 
software system that stores, 
organizes and provides 
access to information in a 
directory. 
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Examples of this are email, file sharing, project management, CRM, ERP and literally 
hundreds of others. It is obvious that the principles of Active Directory remain as 
relevant as ever in the following ways:  
 
- Managing administration and applying policies for each of these systems separately 

would be tantamount to regress.  
 

- Single sign on remains as important, if not more, in simplifying and unifying end user 
experience in an era of diverse browser based applications.  

 
- Regulatory compliance is as big, or an even bigger issue with information scattered 

across multiple cloud systems.  
 
And the larger the size of a company’s user base, the more complex the picture 
becomes.  
 
This underlines the importance of extending the power of Active Directory beyond the 
company network to the cloud.  
 
However, things are not as simple as they were in the days of closed networks. At that 
time, applications within the network were tightly controlled by the company, and many 
of them ran exclusively on Microsoft software. These systems came pre-integrated with 
active Directory, or could easily be integrated with minimal effort.   
 
Today, the application portfolio of companies is much more complex, including a mish 
mash of on premise and cloud software, and diverse technologies. Cloud technologies 
have finally become mainstream, and have only recently begun considering advanced 
technical requirements such as Active Directory integration. What is needed is for both 
sides to reach out – for cloud vendors to acknowledge the importance of Active 
Directory and offer integration options, and for Active Directory to extend its 
capabilities to accommodate diverse cloud systems. 

 

HyperOffice: A case study of Active Directory and Cloud 
Integration 
 
HyperOffice is a cloud-based communication and collaboration software, a business 
critical software system which is universally applicable across industries. The 
requirement for HyperOffice to integrate with Active Directory has repeatedly come up 
as larger organizations begin to grasp the challenges of managing their cloud 
applications. This is especially relevant to HyperOffice since it often replaces Microsoft 
Exchange and SharePoint, two of the main pieces of closed-network software that 
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Active Directory integrates with. We have implemented numerous Active Directory 
integrations with varied levels of sophistication. (Contact us if you are interested.) 
 
There are three main ways in which HyperOffice handles Active Directory integration, in 
order of complexity of the requirement. 
 
LDAP Authentication:  
 
This is the simplest form of integration between the HyperOffice cloud and Active 
Directory. For this, we have special connectors for Active Directory, or any other LDAP 
based directory system. Under this approach, whenever a user submits a login request 
to HyperOffice, their request is forwarded to Active Directory for authentication. Based 
on the response from the Active Directory, the user is either allowed access to the 
application or denied access as applicable.  During the authentication process the users 
HyperOffice data is also updated to use the most current data from the Active Directory 
server. 

 
 
The end result is that every login request to HyperOffice is authenticated against Active 
Directory, and all changes in Active  Directory are mirrored in HyperOffice. 
Administrators need not worry about managing administration in two places. 
 
Advanced LDAP Authentication:  
 
This option allows administrators to perform further administration related functions 
within HyperOffice right from Active Directory. To further simplify user management, 
HyperOffice allows administrators to define custom attributes in Active Directory which 
enables them to add users to “Groups” within HyperOffice. For example if a login 
request from HyperOffice encounters the custom attribute 
“hyperofficegroups_marketing” in Active Directory the user is automatically added to 
the “Marketing” group. This way, administrators can easily add users to Groups right 
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from Active Directory. Additional pattern mappings can be defined to work with existing 
groups on any Active Directory implementation by working with the HyperOffice team. 
 
Single Sign On:  
 
Some companies want to implement a single sign on system, where users can launch 
and access HyperOffice without having to go through the extra steps of opening a web 
browser and filling out their login information every time they want to log in. Single 
sign-on brings the following benefits: 
 

- An enhanced user experience that saves time: Users are able to access 

HyperOffice with minimal clicks without having to open a browser or entering 

their login credentials separately 
 

- Protection from phishing attacks 
 

- Helping to overcome adoption barriers by simplifying the experience and 

encouraging users to leverage communication and collaboration tools  

 
HyperOffice implements single sign on with the help of the HyperOffice Open 
Authentication System (HOAS). The HyperOffice Open Authentication System is a local 
application that is installed on the customer’s domain. HOAS acts as a bridge between 
HyperOffice and Active Directory. One component of HOAS is the single sign-on (SSO) 
ASP page and a set of local libraries that detect the user that is currently logged in on 
the local Domain and verify their credentials prior to passing the user to HyperOffice. 
The page is then able to request a “pre-authentication” token from the HyperOffice 
system and then automatically log the user in without prompting them for any 
additional data entry.  
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Security:  
 

Some companies want to leverage Active Directory for administration of cloud systems, 
but have enhanced security requirements, and do not want to allow access to Active 
Directory outside the company firewall. The HyperOffice Open Authentication System 
accommodates these scenarios by providing a highly secure gateway to bridge the gap. 
In this scenario only the gateway is exposed to the public Internet with a highly limited 
number of available commands ensuring the safety of the network and allowing for any 
number of custom authentication sequences through customization of the gateway.  
 

 
 

Conclusion 
 
This article, however, barely touches upon the power of HOAS. It is an incredibly 
powerful and extendible tool and may be used to implement almost any imaginable 
custom scenario. In conjunction with HOAS, a custom module may be implemented 
within HyperOffice, which can receive requests from HOAS or communicate with the 
HOAS gateway to trigger almost any action within the HyperOffice system. This could be 
in response to a specific user, or any other defined attribute of a user within AD.  
 
In summation, as more and more critical applications make their way into the cloud, 
organizations need to consider the impact on their Active Directory strategy. Ensuring 
that a cloud vendor adequately addresses this concern is a critical step in the evaluation 
process. Further defining the impact on the performance and security of the network is 
also an important factor. HyperOffice has reset the bar for cloud-based Active Directory 
integration and has extended it beyond simple authentication to include critical 
elements like Single Sign-On, advanced security, and custom role-based actions. We 
sincerely hope that this sparks a trend among cloud vendors. 


